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COSEC Integrate (Import from Active Directory)

Dear Friends,

This technical mailer will help you to understand the Integrate
application which is available from COSEC V03R03 onwards. This is
a powerful tool to integrate two different databases in real time
(Automatic) as well as manually. One can install this application from
COSEC Installation Setup. “Import from Active Directory” is
supported from COSEC V03R04 onwards.

Below mentioned are the steps for COSEC Integrate configuration

Step 1. Open the COSEC Integrate application installed in your PC. You
will find the following login page:

COSEC Integrate Version 5.02 [
T ————— g

Enter Admin User Password

Login I Reset Password

Enter the password for logging in to the application. First time users
need to set the password for using COSEC Integrate application. One
should make sure that COSEC Integrate uses separate and independent
password of its own, and that’s why needs to be created.

Step 2: One can set the parameters for configuration only when the
service is stopped. So, click on “stop service” prior to configuration.
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COSEC Integrate User: SA

S
s WAL
YE Integration Mode
SECURITY SULUTIONS =
[ y COSEC Web Server Destination Database
Server Configuratio: '
Web URL |
Data Transfer Config ' Database Type
User Name ‘ |
l Serw ' |
Active Directory 3SSWOr |
| Database Name l |
About Password l |
Help

Exit '

Step 3: Configuration part is essential to connect Active Directory server
with COSEC Integrate either on the same or different Server. One needs
to provide the login details of the Active Directory Login User for its
successful connection.

For this one needs to select the integration mode which means one can
connect COSEC Integrate application with any one of the following
databases/server (through COSEC Web API):

1.) Export to MS SQL Server

2.) Import from Active Directory
3.) Export to Postgre Server

4.) Export to Oracle Server
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SECURITY Sﬂliu 110NS Integration Mode a 'Import from Active Directory ~

Export to MS SOL Server

,VﬁSEC Web Server Active Directory

Server Configuration

Import from Active Directory |

Web URL ‘ Export to Postgre Seng

Data Transfer Config' : — wlorver Server
User Name ‘ 3 -

Domain ‘

: Port \
Active Directory ' Password | | |
M ‘ Test Connection User Name |

About ' p Password
Help '

Exit

| Test Connection

Edit Save

Step 4: Select “Import from Active Directory” and then edit it. One can
find the following configurations to be specified.

COSEC Web Server

Web URL [http://192.168.50.49/’COSEC/aDi]
User Name [sa J

Password [ sccee ]

‘ Test Connection
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Here, one needs to provide the database path i.e. “localhost” or the “IP”
address of the Database server PC and credentials of COSEC Web URL,
Username (“sa”) and Password (i.e. set for COSEC Web). After
specifying all the parameters correctly, one can verify it by testing its

Connection.

=

Integration Mode

| COSEC Web Server

User Name | ca |

| LA AL L] |

Password

web URL [ http://192.168.50.49/COSEC/api

||| Active Directory

Server 192.168.50.72
Port | 389 |
Domain ' DC=squ0."t,DC=|':|

Test Connection

User Name ’ Administrator |

Password

= ]

} Test Connection ‘

Similarly one needs to provide the parameters for the Active Directory.

Active Directory

Server

Port

Domain

Password

[ 192.168.50.72
| 389 |

| DC=suppo-'t,DC=|-:|

User Name | Administrator |

[aowens |

Test Connection i

Here, Active Directory parameters are Server i.e. Active Directory
server path “localhost” or the IP address of the server. Port Number used
for Active Directory services. Domain controller name created in the
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server. Username (login user of the server PC with Active Directory)
and Password (set for the login user). One can again verify the
connectivity with Active Directory server by testing its connection.
Fore.g.:

Server: 192.168.50.72

Port: 389

Domain: DC=support, DC=local

Username: Administrator

Password: matrix

Integration Mode

COSEC Web Server Active Directory

Web URL | http://192.168.50.49/COSEC/api |

Server 192.168.50.72

User Name [sa

Password [:oooo

]
]

] Test Connection

Port 389

Domain [DC =support,DC=1

Password [ ey

)
]
User Name [Admlmst ator ]
]

After successful connections, one need to “save” the settings.

SECURITY SllIIlIﬂNS

| B

Integration Mode

Import from Active Directory ~

| cosec web Server

webURL |

| Test Connection
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Step 5: After the Server configuration settings, one needs to move to
Active Directory configurations, where one may map the Active
Directory fields with the COSEC fields.

[ COSEC Integrate User: SA

o3 MATRIX

T “e | Field Mappin
SECURITY SOLUTIONS peie
Active Directory Field ntExpire:
Server Configuration
COSEC Field id
Data Transfer Config ' |
SR Active Directory Field [COSEC Field lcbear | ]
Start Service '
About '
Help '
Exit
Schedule
Active =
Update Interval [ b
Save ‘ Cancel

Step 6: One can select the appropriate Active Directory field.

Field Mapping

Active Directory Field

accountExpires

COSEC Field

Active Directory Field

accountExpires
accountNameHistory
Ad aCSAggregateTokenRatePerUser
aCSalleczbleRSVPEandwidth
aC5CacheTimeout

aCSDirection
aCSDSBMDeadTime
aCSDSBMPriority
aCSDSBMRefresh
aCSEnableACSService

aCSEnableRSVPAccounting

aCSEnzbleR5VPMessagelogaing
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Step 7: Accordingly, one may select the appropriate COSEC Field to be
mapped with Active Directory field.

Field Mapping
Active Directory Field |accountExpires v
COSEC Field ‘name v
‘ Addl| name a
o _}| short-name | -
Active Directory Field  [JNR = .
\
date-cf-birth =
joining-date

confirmation-date
leaving-date
reason-fer-leaving
pf-no
driving-license
pan

esi-nc

w

Step 8: After selecting appropriate fields, one simply needs to add it in
the list.

Field Mapping
Active Directory Field name Y
COSEC Field name v
[ has |
Active Directory Field ________JcOseCField  [Clear [

name name ’ Clear '
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Similarly, one may add/clear each and every field.

Field Mapping
Active Directory Field mailAddress
COSEC Field official-email
Active Directory Field COSEC Field T
sAMAccountName id | Clear ‘
name name Clear ‘
street local-address1 | clear ‘
| local-city Clear ‘
st local-state | clear ‘
mailAddress official-email Clear ‘
Schedule
Active =
Update Interval [ |
I i Save ‘ I Cancel ‘

Step 9: After mapping the fields, one needs to “save” the page.

There are two options for importing the data from Active Directory
Server to COSEC Database.

—->Manual Transfer

—> Automatic Transfer (Scheduler)

—>Manual transfer: After saving the page, one can find the option of
Manual transfer, in which one needs to select any of the All/Recently
added or Updated/Custom data option to be imported from Active

Directory server. After that one needs to process the data.
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Field Mapping

Active Directory Field

COSEC Field

-~ Manual Transfer

=

7—)5

"I @ Al (@) Recently Added/Updatec © Custom I
sAMAccountN
name ) . )
Transferring Active Directory Data
street

"
 §

|
- -* Process I| Cancel ‘

st

mailAddress

Schedule

Active

Update Interval )\ |
ey

Pl

==

| Manual Transfer ’

COSEC Integrate i (e

e
(0! Manual: Total Records:14, Succeed:10
R 4

=]

Edit | Save Cancel |

—>Automatic Transfer (Schedule): In Schedule Tab (Before saving the

configuration), one needs to activate
Update interval (in seconds).

the scheduler and specify the

tegra
HATP
ULRRLY
Field Mappin:
SECURITY SOLUTIONS PR
Active Directory Field accountExpires =
Server Configuration ' =
COSEC Field |id e
Data Transfer Config
| aaa |
Active Directory ' Active Directory Field ICOSEC Field Clear [ ]
| local-city | Clear [
Start Service '
3 mailAddress official-email | Clear [
About name name | Clear [
sAMAccountName id | Clear [
Help .
1 st local-state | cear |
| Exit . street local-address1 | Clear [
Schedule
Active &
—
Update Interval 60
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Final Step: After successful configuration, one needs to start the service
for its operation. Starting the service means that the data from the Active
Directory server will be updated to the COSEC Database according to
the time interval specified in the schedule.

7 oS

pos

HATRIY
(LR
Field Mappin
SECURITY SOLUTIONS i
Active Directery Field
Server Configuration '
COSEC Field
Data Transfer Config ' T

active pirectory ) | | [ I
|

gy —
mailAddress official-email Clear

About ' name name
sAMAccountName <
Help ' |Please Wait....
- L]
Exit street
Schedule

Active

Update Interval | ‘

i Edit Save l Manual Transfer

Thanks & Regards,

Technical Support Team — Security Product
Matrix ComSec, Vadodara, India
E-mail: support@MatrixComsec.com

Disclaimer: The information contained in this e-mail and/or attachments to it may contain
confidential or privileged information. Unauthorized use, disclosure or copying is strictly
prohibited and may constitute unlawful act and can possibly attract legal action, civil and/or
criminal. The contents of this message need not necessarily reflect or endorse the views of Matrix
Telecom Pvt. Ltd on any subject matter. Any action taken or omitted to be taken based on this
message is entirely at your risk. Neither the originator of this message nor Matrix Telecom Pvt. Ltd
takes any responsibility or liability towards the same. If you are not the intended recipient, please
notify us immediately and permanently delete the message.


mailto:support@MatrixComsec.com

