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COSEC Database Backup & Restore

Dear Friends,

This document will help you to understand the method of taking the backup of
COSEC database and to restore the old COSEC log and data files to the newly
created database i.e. restore functionality.

Why do we need to take the COSEC Database Backup?

The primary purpose is to recover the data once it is lost, be it by data deletion
/ corruption/ system format etc. which is indeed, a common incidence.

It’s a good practice to take the backup in the hard drive, other than the drive, in
which, the OS (Operating System) is installed. For example, if the OS is installed
in C:\ drive then it is better to take the backup in D:\ or E:\ drive.

Because, if the OS, somehow crashes, then it needs to be reinstalled and
sometimes, it is compulsory to format the C:\ drive, so that, if the backup is not
stored in any other drive, the data is lost.

Let’s see how to take the Database backup?
There are two ways to take the COSEC database backup:

1) COSEC Database Utility( Manual Method)
2) COSEC Scheduler ( Automatic Method )
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1) COSEC Database Utility ( Manual Method)
Path : Start>Matrix >COSEC >Database Utility

. honestech
. MagicDisc
.. Maintenance

. Matrix
lu COSEC
4 Database Utility
-5, Monitar
T ICIOSOTE OTTICe
. Microsoft Platform SDKforWindéiiu\“rs.,{
. Microsoft Silverlight
. Microsoft Silverlight 3 SDK
. Microsoft Silverlight 4 SDK
. Microsoft SQL Server 2005
. Microsoft SQL Server 2008
. Microsoft Sync Framework
. Microsoft Visual Studio 2010
. Microsoft WSE 3.0
L MySQL
. MySQL Integration

1  Back

‘ |Search programs and fites

"

Documents

Hp

Pictures

Music

Devices and Printers

Default Programs

Help and Support

- Matrix COSEC D

COSEC Database Utility

=-_! Setup
[{éﬁ Create/Upgrade Database

Manage

Data Post-Retrieve-Remove

Maintain
[

Backup/Restore Database

Maintain option should be selected for Backup/Restore

User will be prompt to enter the SA password (password to be entered here, is
same as for Web Application)

Then, Backup option is to be selected and the path on which one wants to take the

backup.

It is to be ensured that SQL server user is having full rights to access the folder
which is selected for the Backup.
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COSEC Database Utility

Setup
% Create/Upgrade Database

Enter Password for SA ooo.-l

[ cancel |

Maintain
| —

Backup/Restore Database

COSEC Database Utility

@ Backup Database () Restore DataBase
Database Type SOL SERVER
Server Name localhost\cosec

User Mame sa

Database Name [COSEC

Backup Path

e

Click Here

|CI053|

Matrix COSEC Database Utilif

COSEC Database Utility

I @ Backup Database IL'_": Restore DataBase

Database Type S0L SERVER
Server Mame localhost\cosec

User Name sa

Database Name [COSEC

Backup Path

|Back | |Close| J

Browse For Folder

» al Libraries

> (A Hp

o M Comnputer

> &L, Local Disk (T
. :

; dbcellcac9688033289f8938
J Official Docurments
# 0 Security Products
s Setups
> 48 DWD RWY Drive (E3)

IMake MNew Folder
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Selecting Backup option will generate the backup on the selected path as shown

below:

- Matrix COSEC Database Utili

COSEC Database Utility

Backup Database () Restore DataBase

Database Type  SQL SERVER
Server Name localhost\cosec
User Name 53

Database Name |COSEC

Backup Path D:\Backup

. ¥ Cornputer » Local Disk (0 » Backup

Organize *  Includeinlibrary +  Sharewith *  Bum

-

Mame

|| COSEC_20120330.bak

W Favarites
B Desktop

1 Recent Places

COSEC Database Utility

Database Backup file D:\Backup\COSEC_20120330.bak generated
Successfully...

@ Backup Database () Restore DataBase
Database Type  SQL SERVER
Server Name localhosticosec

User Name E:]

Database Name [COSEC

Backup Path D:\Backup

eock] [aoe]

Mew folder
Date modified Type size

30/03/2012 10:03 BAK File f, 443 KB
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2) COSEC Scheduler ( Automatic Method)

One may configure scheduled database backup through COSEC Web as shown
below:

Path: Admin module-22Utility *Scheduler

= Wekoms e
& http://localhost/COSECAndexaspx

s COSEC

@8 Right Peaple in Right Place at Right Time

Masters (v]
S v Search by Report/Task Search
Utility Q
Export Data
Thid Party sport Q) | AddNew | Scheduler Logs fose
Import Data
Assign Alerts
Custom Alerts
Export Events Select Task Type X
Component Status
aofinuration Reports Sthedule
Monthly Shift Schedule
Message Board Monthly Attendance Pracess
Views V] Leave Credit Schedule
License 0
o |

Scheduler task of Database backup should be added
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& httpylacalhost/COSEC/Tndex.aspx

. COSEC

7 Right People in Right Place at Right Time

Masters e
o Note: Database backup will be created where COSEC Service is Installed

Global Policies 6 schedule Parameter
Utility Q

Export Data Active

Third Party Export &) Schedule Run Time 0&:00

Import Data Backup Path D-\Backup

Assign Alerts @ Weekly Schedule ® Monthly Schadule

Custom Alerts

omn ¥ sun Zmon F1ue Flwed ¥ thy FIFi [ sat
Export Events
Companent Status List | New | Edit | Delate Save | Cancel | Scheduler Logs

APT Contiguration

Message Board
Views Q
License e

Database backup path should be specified and weekly or monthly schedule should
be configured as per the requirements

= Welcome Syster

& http:flocalho st/ COSEC/Index aspx

. COSEC

@8 Right People in Right Place at Right Time

T V-]

Masters (v
. Mote: Database backup will be created where COSEC Service is Installed

Global Policies e Schedule Parametar
Utility Q

Expart Data LR

Third Party Export &2 Schedule Run Time 08:00

Import Data Backup Path D-\Backup

Assign Alerts () Weekly Schedule (@) Monthly Schedule

Custom Alerts Every 1 [v] Day ofthe Month

Export Events

Component Status et New Edit | Delete | Save Cancel Scheduler Logs

API Configuration i
ﬁ; 1

Message Board
Views

(“]
License (]
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Active: To keep the scheduler active or inactive.
Schedule Run Time: Specify the time at which the scheduler will run the backup.
Backup Path: Specify the path at which the Backup will be generated.

In case if you don’t specify the backup path, by default it is stored in the
following location.

C:\Program Files\Matrix\Matrix COSEC ALERTS\Backup
Weekly Schedule: Select the days on which the scheduler should run.

Monthly Schedule: Specify the day of the month on which this scheduler will run
as shown below.

You can configure Weekly or Monthly schedule as per your requirement. Here we
will configure weekly.

It is a good habit to take the backup of the database after all the things have been
configured.

T oo S
@ http:/flocalhost/COSEC Tndex aspx

su COSEC
® 8\ Right People in Right Place at Right Time

Masters
Global Policies L] saved Successfully
Utility
Export Data
Third Party Export
Import Data
Assign Alerts
Custom Alerts
Export Events
Component Status

Note: Database backup will be created where COSEC Service is Installed
Schedule Parameter

Schedule Run Time
Backup Path

List New Edit Delete Close Scheduler Logs

Message Board

Views

License
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The scheduler of Database backup is shown configured as below:

@ http:/flocalhost/COSECndexaspx

s COSEC

@4 Right People in Right Place at Right Time

Masters

o
Global Policies g Search by Report/Task ﬂ
o

Utility
Export Data
Third Party Export
Import Data

1D Report/Task Schedule Time Schedule Mode Active

1 Database Backup 08:00 Weekly Yes

Assign Alerts Add New Scheduler Logs Close
Custom Alerts

Export Events
Component Status

AP] Co gtiog
FONND d G [4]

Message Board
Views e
License e

Note: COSEC Alert Service should be active for the above functionality to
work. In case, if the backup path is not been specified, by default, it will be
stored at the following location:

C:\Program Files\Matrix\Matrix COSEC ALERTS\Backup
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How to Restore the COSEC database?

One may restore the COSEC database from the COSEC database Utility as shown
below:

Path: Cosec Database Utility = Maintain -=>Restore database

COSEC Database Utility

' Backup Database @ Restore DataBase

Database Tvpe SOL SERVER
Server Mame localhosthcosec

User Mame sa

Database Mame [CGSEC

File Mame

Data File
Log File

| Back | |Close|

COSEC database Backup File should be browsed (wherever stored in the local
machine)
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COSEC Database Utility

) Backup Database @ Restore DataBase
Database Type  SQL SERVER Organize v New folder = (0l @

-

Server Name localhost\cosec ) Documents Mame Date modified Type

) Music [
User Name sa d . [[] cosEC_20120330.bak 30/02/2012 10:03  BAKFile
|| Pictures - o

Database Name |COSEC =1 Subversion

File Name B videos

1% Computer
&, Local Disk (C3)
Log File ¢« Local Disk (D)

[ Restore | Click Here s HP_TOOLS (62

Lo H(\\192.168.151,

Data File

G‘! MNetwark

[ock | [closel} FiE

File name: COSEC_20120330.bak v

[ Open ] [ Cancel ]

- Matrix COSEC Database |

COSEC Database Utility

) Backup Database @ Restore DataBase
Database Type S0OL SERVER
Server Mame localhosth\cosec

User Name sa

Database Mame [COSEC v]
File Mame D:\BackuphWCOSEC_20120220.bak

=

Data File C:\Program Files‘\Microsoft SQL Server\MS!

Log File Ci\WProgram Files\Microsoft SQL Server\M5S!$

lBack | lCIosel J

“Restore” option should be selected
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- Matrix COSEC Database Uiili J " Matrix COSEC Database Utili

COSEC Database Utility COSEC Database Utility

I Database Restore Completed Successfully... I

Backup Database Restore DataBase () Backup Database @ Restore DataBase
Database Type S0L SERVER Database Type SOL SERVER
Server Name localhost\cosec Server Name localhosthcosec

User Name 5a User Mame sa

Database Name |COSEC Database Name |COSEC -

File Name D:\Backup\COSEC_20120330.bak File Name D:\Backup\COSEC_20120330.bak

Data File C:\Program Files\Microsoft SQL Server\M5! Data File C:\Program Files\Microsoft SQL Server\MS!

Log File C:\Program Files\Microsoft SQL Server\MS! Log File C:\Program Files\Microsoft SQL ServeriyMs!

ERE=) " (oac|[close]

Note: COSEC Alert and COSEC Monitor must not be running during the
database restoration procedure.

Thanks & Regards,
Technical Support Team — Security Product
Matrix ComSec, Vadodara, India

E-mail: support@MatrixComsec.com

Disclaimer: The information contained in this e-mail and/or attachments to it may contain
confidential or privileged information. Unauthorized use, disclosure or copying is strictly
prohibited and may constitute unlawful act and can possibly attract legal action, civil and/or
criminal. The contents of this message need not necessarily reflect or endorse the views of Matrix
Telecom Pvt. Ltd on any subject matter. Any action taken or omitted to be taken based on this
message is entirely at your risk. Neither the originator of this message nor Matrix Telecom Pvt. Ltd
takes any responsibility or liability towards the same. If you are not the intended recipient, please
notify us immediately and permanently delete the message.
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